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1. Owerview of Session Management

The purpose of the X Session Management Protocol (XSMP) is va@era uniform mechanism for users

to sare and restore their sessioné. sessioris a group of clients, each of which has a particular sitte.

session is controlled by a neiik service called theession marger. The session manager issues com-
mands to its clients on behalf of the uséhese commands may cause clients e $zeir state or to termi-

nate. ltis expected that the client will ga its state in such aay that the client can be restarted at a later

time and resume its operation as if it hadendeen terminatedA client's date might include information

about the Ele currently being edited, the current position of the insertion point within the Ele, or the start of
an uncommitted transactiolhe means by which clients are restarted is unspeciCEed by this protocol.

For purposes of this protocol,dient of the session manager is deEned as a connection to the session man-
ager A client is typically though not necessarijlg rocess running an application program connected to

an X display Howeve, a dient may be connected to more than one X display or not be connectgdXo an
displays at all.

2. TheSession Management Library

The Session Management Library (SMlib) is e-evel "C" language intedice to XSMP It is expected
that higher leel toolkits, such as Xt, will hide mgnof the details of session management from clients.
Higher level toolkits might also be deloped for session managers to usg, fio such dbrt is currently
under vay.

SMlib has tvo parts to it:
f (ne set of functions for clients thatmt to be part of a session
f (ne set of functions for session managers to call

Some applications will use both sets of functions and acésted session magexs. That is, thg will be
both a session manager and a client of another segsiexample is a mail program that could startd te
editor for editing the ta of a mail messageTrhe mail program is part of agelar session and, at the same
time, is also acting as a session manager to the.editor

Clients initialize by connecting to the session manager and obtairshgn&ID that uniquely identiCEes
them in the sessionThe session manager maintains a list of properties for each client in the s@ésise.
properties describe the cliemtnvironment and, most importantlgescribe ha the client can be restarted
(via an SmRestartCommand). Clientsare pected to sz their state in such aay as to allev multiple
instantiations of themsedg to be managed independenfipr example, clients may use their client-ID as
part of a Elename in which to store the state for a particular instantiétiiclient-1D should be sad as
part of theSmRestartCommandso that the client will retain the same ID after it is restarted.

Once the client initializes itself with the session mandgeust be ready to respond to messages from the
session managefFor example, it might be agld to sae its state or to terminatdn the case of a shut-
down, the session manager mightegieach client a chance to interact with the user and cancel the shut-
down.

3. UnderstandingSMIlib' s Dependence on ICE

The X Session Management Protocol is layered on top of theGh&t Exchange (ICE) ProtocolThe
ICE protocol is designed to multiplseveal protocols wer a dngle connection.As a result, wrking with
SMlib requires a little knwledge of hav the ICE library verks.

The ICE library utilizes callbacks to process messay#isen a client detects that there is data to read on
an ICE connection, it should call tHeeProcessMessageinction. IceProcessMessagewill read the
message header and look at the major opcode in order to determine which protocol the message w
intended for The appropriate protocol library will then be triggered to unpack the message and hénd it of
to the client via a callback.

The main point to beveare of is that an application using SMlib mustéame code that detects when
there is data to read on an ICE connectidhis can be done via selectcall on the Ele descriptor for the
ICE connection, bt more typically XtA ppAddinput will be used to rgister a callback that will iroke
IceProcessMessagesach time there is data to read on the ICE connection.
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To further complicate things, kming which Ele descriptors to caéllecton requires an understanding of
how ICE connections are create@n the client side, a call must be madeStmcOpenConnectionin
order to open a connection with a session managercOpenConnectionwill internally male a all into
IceOpenConnection which will, in turn, determine if an ICE connection alreadists between the client
and session managekost likely, a connection will not alreadyxést and a n& ICE connection will be
created. Themain point to beware of is that, on the client side, it is notvadus when ICE connections
get created or destred, because connections are shared when posSibldeal with this, the ICE library
lets the application ggster watch procedures that will beviobked each time an ICE connection is opened or
closed. Thesavatch procedures could be used to add or remi€E (Ele descriptors from the list of
descriptors to cakelecton.

On the session manager side, thingsknaa bit diferently The session manager has complete contrel o
the creation of ICE connection§he session manager has to ErstlcallistenForConnectionsin order
to start listening for connections from clien®®nce a connection attempt is detectiegAcceptConnec-
tion must be called, and the session manager can simply addwheCEe(Ele descriptor to the list of
descriptors to cakelecton.

For further information on the library functions related to ICE connections, sdaténClient Exhange
Library standard.

4. HeaderFiles and Library Name

Applications (both session managers and clients) should include the head¥1 @&\ SMIlib.h>. This
header Ele deEnes all of the SMlib data structures and function protStyifiesh includes the header
Ele X11/SM/SM.h>, which deEnes all of the SMlib constants.

Because SMlib is dependent on ICE, applications should liaknsigSMIlib and ICElib by usinglSM
-IICE..

5. SessiorManagement Client (Smc) Functions

This section discusseswdGession Management clients:
nnect to the Session Manager

Jdose the connection

Modify callbacks

St, delete, and retrie Session Manager properties
Interact with the user

Request a Save Yourself'

Request a Save Yourself Phase 2'

mplete a Save Yourself'

Use Smc informational functions

Handle Errors

~h K ~h ~h ~h ~h ~h ~H ~ —n

5.1. Connectingto the Session Manager
To gpen a connection with a session managgr SmcOpenConnection
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SmcConn SmcOpenConnect{oretwork_ids_listcontext, xsmp_major_ev, xXsmp_minor_ev,
mask callbads, prevous_id, client_id_iet, error_length error_string_iet)
char *network_ids_list
SmPointelcontext;
int Xsmp_major_ev;
int Xsmp_minor_ev;
unsigned longnask
SmcCallbacks ¢allbadks;
char *previous_id;
char **client_id_et;
int error_length
char *error_string_et;

network_ids_listSpeciCEes the netxk ID(s) of the session manager

context A pointer to an opaque object or NULIUsed to determine if an ICE connection can be
shared (see belg.

xsmp_major_ev The highest majorersion of the XSMP the application supports.

xsmp_minor_e&v The highest minor ersion of the XSMP the application supports (for the speciCEed
XSmp_major_re).

mask A mask indicating which callbacks togister

callbaks The callbacks to gister These callbacks are used to respond to messages from the ses-
sion manager

prevous_id The client ID from the prgous session.
client_id_ret The client ID for the current session is returned.
error_length Length of the error_string_retgamment passed in.

error_string_tet Returns a null-terminated error message, ¥t a@fhe error_string_ret gument points to
user supplied memaryNo more than error_length bytes are used.

The netverk_ids_list agument is a null-terminated string containing a list of ekwDs for the session
manager separated by commadf network_ids_list is NULL, the &lue of theSESSION_MANAGER
ervironment \ariable will be usedEach netwrk ID has the follawing format:

tcp/<hostname>:<portnumber> or
decnet/<hostname>::<objname> or
local/<hostname>:<path>

An attempt will be made to use the Erst adtiD. If that fails, an attempt will be made using the second
network ID, and so on.

After the connection is establishe®incOpenConnectionregisters the client with the session manadér
the client is being restarted from ayioeis session, pwous_id should contain a null terminated string rep-
resenting the client ID from the mieus session.If the client is Erst joining the session,vimes_id
should be set to NULLIf previous_id is speciCEedths determined to bevalid by the session manager
SMlib will re-register the client with preous_id set to NULL.

If SmcOpenConnectionsucceeds, it returns an opaque connection pointer of $ypeConn and the
client_id_ret agyument contains the client ID to be used for this sessitie. client_id_ret should be freed
with a call tofree when no longer needed®n failure, SmcOpenConnectionreturns NULL, and the rea-
son for &ilure is returned in error_string_ret.

Note that SMlib uses the ICE protocol to establish a connection with the session méinagéCE con-
nection already»asts between the client and session manageight be possible for the same ICE con-
nection to be used for session management.
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The cont&t agument indicates o willing the client is to share the ICE connection with other protocols.
If context is NULL, then the caller is alays willing to share the connectioff. context is not NULL, then

the caller is not willing to use a pieusly opened ICE connection that has dedént non-NULL contet
associated with it.

As previously discussed (section 3Unhderstanding SMiits Dependence on ICE' the client will have ©
keep track of when ICE connections are created or destr@usinglceAddConnectionWatch andIceRe-
moveConnectionWatch), and will hare © call IceProcessMessagesach time aselectshawvs that there is
data to read on an ICE connectiofor further information, see thiater-Client Exdange Library stan-
dard.

The callbacks gument contains a set of callbacks used to respond to session maeater €hemask
argument speciEes which callbacks are a#tof the callbacks speciCEed in thisrsion of SMlib are
mandatory The mask agjument is necessary in order to maintain baokis compatibility in future er

sions of the library

The following values may be ORed together to obtain a magkev

SmcSaeYourselfProcMask
SmcDieProcMask
SmcSaeCompleteProcMask
SmcShutdavnCancelledPiocMask

For each callback, the client cangister a pointer to client datdvhen SMIlib irvokes the callback, it will
pass the client data pointer

'* typedef struct {

struct {
SmcSaeYourselfProc callback;
SmPointer client_data;

} save yourself;

struct {
SmcDieProc callback;
SmPointer client_data;
} die;

struct {
SmcSaeCompleteProc callback;
SmPointer client_data;

} save complete;

struct {
SmcShutdennCancelledProc callback;
SmPointer client_data;

} shutdowvn_cancelled;

} SmcCallbacks;

5.1.1. TheSave Yourself Callback
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The Sae Yourself callback is of typ&mcSaeYourselfProc.

typedef wid (*SmcSaeYourselfProc)();

void SaveYourselfProcémc_connclient_datg save_typeshutdown interact_style fast)
SmcConrmsmc_conn
SmPointerclient_datg
int save_type
Bool shutdown
int interact_style

Bool fast;
smc_conn The session management connection object.
client_data Client data speciEed when the callbaak mgistered.
save_type Species the type of information that should veelsa
shutdown SpeciEes if a shutdo is taking place.

interact_style  The type of interaction aleed with the user
fast If True, the client should se its state as quickly as possible.

The session manager sendsSa/e Yourself' message to a client either to checkpoint it or just before ter
mination so that it can ga its state.The client responds with zero or more callsStocSetPoperties to
update the properties indicatingvhto restart the clientWhen all the properties @ keen set, the client
calls SmcSaeYourselfDone.

If interact_style isSminteractStyleNone the client must not interact with the user whilgisg state. If
interact_style isSminteractStyleErrors, the client may interact with the user only if an error condition
arises. lfinteract_style isSminteractStyleAny, then the client may interact with the user foy parpose.
Because only one client can interact with the user at a time, the client muSinchtiteractRequestand
wait for an “Interact’ message from the session managéthen the client is done interacting with the
user it calls SmcinteractDone. The client may only calBmcinteractRequestafter it receres a “Save
Yourself* message and before it cafisncSaeYourselfDone.

If save_type isSmSaveLocal, the client must update the properties to resect its current skpeciCEcally
it should sge enough information to restore the state as seen by the user of this tliembuld not &&ct
the state as seen by other usdfsave type isSmSaveGlobal, the user wants the client to commit all of
its data to permanent, globally accessible stordigsave type isSmSaeBoth, the client should do both
of these (it should Erst commit the data to permanent storage before updating its properties).

Some gamples are as folles:

f ff a word processor were sent &ave Yourself' with a type ofSmSarelocal, it could create a tem-
porary Ele that included the current contents of the Ele, the location of thextlisthrer aspects
of the current editing sessiort would then update its SmRestartCommand property with enough
information to (End this temporary (Ele.

f ff a word processor were sent &ave Yourself' with a type of SmSaveGlobal, it would simply
save the currently edited Ele.

f ff a word processor were sent’8ave Yourself' with a type ofSmSaeBoth, it would Erst se the
currently edited Eldt would then create a temporary Ele with information such as the current posi-
tion of the cursor and what Ele is being editeidally, it would update its SmRestartCommand
property with enough information to End the temporary Ele.

The shutden agument speciEes whether the system is being siwat dbhe interaction is diferent
depending on whether or not shutdois set. If not shutting davn, the client should sa its state and ait
for a “Save Complete’ message. IShutting davn, the client must s@ gate and then pvent interaction
until it receves ather a "Die" or a ~Shutdavn Cancelled.
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The fast agument speciCEes that the client should #s state as quickly as possibleor example, if the
session manager kws that paver is about todil, it would set &st toTr ue.

5.1.2. TheDie Callback
The Die callback is of typ&mcDieProc.

typedef wid (*SmcDieProc)();

void DieProdsmc_connclient_datg

SmcConrmsmc_conn

SmPointerclient_datg
smc_conn The session management connection object.
client_data Client data speciEed when the callbaak mgistered.

The session manager sendsze" message to a client when ients it to die.The client should respond
by calling SmcCloseConnection A session manager that bebs properly will send a’Save Yourself'

message before thdie" message.

5.1.3. TheSave Complete Callback
The Sae Complete callback is of typ&mcSareCompleteProc.

typedef wid (*SmcSaeCompleteProc)();

void SaveCompleteProcgmc_connclient_datg

SmcConrmsmc_conn

SmPointerclient_datg
smc_conn The session management connection object.
client_data Client data speciEed when the callbaak mgistered.

When the session manager is done with a checkpoint, it will send each of the cliSat® &Omplete’
message. Thelient is then free to change its state.

5.1.4. TheShutdown Cancelled Callback
The Shutdern Cancelled callback is of tyggmcShutdavnCancelledPioc.

typedef wid (*SmcShutdernCancelledProc)();

void ShutdevnCancelledProggmc_connclient_datg
SmcConrmsmc_conn
SmPointerclient_datg

smc_conn The session management connection object.
client_data Client data speciEed when the callbaak mgistered.

The session manager sendsShutdevn Cancelled’'message when the user cancelled the shatdiuring
an interaction (see section 5.9nteracting Vith the User). The client can nw continue as if the shut-
down had neer happened. Ithe client has not calleBmcSaeYourselfDone yet, it can either abort the
sare and then callSmcSaeYourselfDone with the success gument set td-alse, or it can continue with
the s&e and then callSmcSaeYourselfDone with the success gument set to reeect the outcome of the
save.
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5.2. Closing the Connection
To dose a connection with a session manages SmcCloseConnection.

SmcCloseStatus SmcCloseConnedmc_conncount, reason_msggs
SmcConmsmc_conn
int count
char **reason_msgs

smc_conn The session management connection object.
count The number of reason messages.
reason_msgs The reasons for closing the connection.

The reason_msgsgrment will most lilely be NULL if resignation is)@ected by the clientOtherwise, it
contains a list of null-terminated CompounekiTstrings representing the reason for terminatidhe ses-
sion manager should display these reason messages to the user

Note that SMIlib used the ICE protocol to establish a connection with the session mardhggnious pro-
tocols other than session management may beeaxtithe ICE connectionWhen SmcCloseConnection
is called, the ICE connection will be closed only if all protocolgehaeen shutden on the connection.
Check the ICElib standard fdceAddConnectionWatch and IceRemoveConnectionWatch to learn hav
to set up a callback to bevisked each time an ICE connection is opened or closBghically this callback
adds/remues the ICE Ele descriptor from the list of wettescriptors to calkelect on (or callsXtAp-
pAddInput or XtRemovelnput).

SmcCloseConnection returns one of the folleing values:

f SmcClosedNow - t he ICE connection as closed at this time, theateh procedures werevioked,
and the connectionas freed.

f SmcClosedASAP - an |10 eror had occurred on the connectiont BmcCloseConnection is being
called within a nestediceProcessMessages. The watch procedures lia keen ivoked & this time,
but the connection will be freed as soon as possible (when the nesghgekches zero anitePro-
cessMessages returns a status dteProcessMessagesConnectionClosed).

f SmcConnectionInUse - t he connection as not closed at this time, because it is being used by other
active protocols.

5.3. Modifying Callbacks
To modify callbacks set up iISmcOpenConnection, use SmcModifyCallbacks.

void SmcModifyCallbackésmc_conpmask callbadks)
SmcConrmsmc_conn
unsigned longnask
SmcCallbacks ¢allbadks;

smc_conn The session management connection object.
mask A mask indicating which callbacks to modify
callbaks The nav callbacks.

When specifying aalue for the mask gument, the follwing values may be ORed together:

SmcSaveYourselfProcMask
SmcDieProcMask
SmcSaveCompleteProcMask
SmcShutdownCancelledProcMask
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5.4. Setting, Deleting, and Retrieving Session Management Properties
To =t session management properties for this clientSusSetProperties.

void SmcSetProperti¢smc_conpnum_pops, props)
SmcConrmsmc_conn
int num_pops,
SmProp *props,

smc_conn The session management connection object.
num_pops The number of properties.
props The list of properties to set.

The properties are speciCEed as an array of property poitargusly set property alues may bewer-
written using theSmcSetProperties function. Notethat the session manager is ngpected to restore
property \alues when the session is restartBdcause of this, clients should not try to use the session man-
ager as a database for storing application speciCEc state.

For a description of session management properties andStiirop structure, see section 7Séssion
Management Propertiés.

To delete properties pveusly set by the client, ussmcDeleteProperties.

void SmcDeletePropertiésmc_conpnum_pops, prop_namey
SmcConrmsmc_conn
int num_pops,
char **prop_names
smc_conn The session management connection object.
num_pops The number of properties.
prop_names  The list of properties to delete.

To get properties praously stored by the client, uSmcGetProperties.

Status SmcGetPropertigsnc_connprop_reply_poc, client_datg
SmcConrmsmc_conn
SmcPropReplyProprop_reply_poc;
SmPointerclient_datg

smc_conn The session management connection object.

prop_reply_poc The callback to be uoked when the properties reply comes back.

client_data This pointer to client data will be passed to 8mcPropReplyProc callback.

The return wlue ofSmcGetProperties is zero for &ilure and a posite value for success.

Note that the library does not block until the properties reply comes BRather a allback of type
SmcPropReplyProc is invoked when the data is ready
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typedef wid (*SmcPropReplyProc)();

void PropReplyProgsmc_connclient_datg num_pops, props)
SmcConrmsmc_conn
SmPointerclient_datg
int num_pops,
SmProp *props,

smc_conn The session management connection object.
client_data Client data speciEed when the callbaak mgistered.
num_pops The number of properties returned.

props The list of properties returned.

To free each propertyse SmFreeProperty (see section 8;Freeing Datd). To free the actual array of
pointers, usdree.

5.5. Interacting With the User

After receving a “Save Yourself' message with an interact_style SshInteractStyleErrors or SmInter-
actStyleAny, the client may choose to interact with the udgecause only one client can interact with the
user at a time, the client must c8ihcInteractRequest and vait for an “Interact' message from the ses-
sion manager

Status SmcinteractRequésinc_conndialog_type interact_pioc, client_datg
SmcConrmsmc_conn
int dialog_type
SmclinteractPromteract_pioc;
SmPointerclient_datg

smc_conn The session management connection object.

dialog_type The type of dialog the client wishes to present to the user

interact_poc  The callback to be imked when the “Interact' message awes from the session man-
ager

client_data This pointer to client data will be passed to $wacInteractProc callback when the
“Interact' message awes.

The return alue ofSmclnteractRequest is zero for &ilure and a posite value for success.

The dialog_type gument speciCEes eitfsmDialogError, indicating that the client ants to start an error
dialog, orSmDialogNormal, meaning that the client wishes to start a nonerror dialog.

Note that if a shutden is in progress, the user mayaahe option of cancelling the shutdn. If the shut-
down is cancelled, the clients thatviearot interacted yet with the user will reeeia “Shutdevn Can-
celled' message instead of thénteract' message.

The SmcInteractProc callback will be ivoked when the “Interact' message awes from the session
manager

typedef wid (*SmclinteractProc)();

void InteractPro¢smc_connclient_datg
SmcConrmsmc_conn
SmPointerclient_datg
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smc_conn The session management connection object.
client_data Client data speciEed when the callbaak mgistered.

After interacting with the user (in response to #mtéract' message), you should c&mcInteractDone.

void SmcinteractDongsmc_conncancel_shutdown
SmcConrmsmc_conn
Bool cancel_shutdown

smc_conn The session management connection object.

cancel_shutdown
If True, indicates that the user requests that the entire shatde cancelled.

The cancel_shutdm agument may only b&rue if the corresponding Save Yourself' speciCEedrue
for shutdevn andSmInteractStyleErrors or SmInteractStyleAny for the interact_style.

5.6. Requesting a Save Yourself
To request a checkpoint from the session manageSmcRequestSave Yourself.

void SmcRequestSaYourself(smc_connsave_typeshutdown interact_style fast, global)
SmcConrmsmc_conn
int save_type
Bool shutdown
int interact_style

Bool fast;

Bool global;
smc_conn The session management connection object.
save_type Species the type of information that should Vvelsa
shutdown SpeciEes if a shutdo is taking place.
interact_style  The type of interaction aleed with the user
fast If True, the client should se its state as quickly as possible.
global Controls who gets théSave Yourself:

The sae type, shutden, interact_style, andagt aguments are discussed in more detail in section 5.1.1,
“The Sae Yourself Callback.

If global is set toTrue, then the resulting Save Yourself' should be sent to all clients in the sessifior
example, a endor of a Uninterruptible Reer Supply (UPS) might include a Session Management client
that would monitor the status of the UPS and generasstsshutdan if the paver is about to be lost.

If global is set tdFalse, then the “Save Yourself' should only be sent to the client that requested it.

5.7. Requesting a Save Yourself Phase 2

In response to aSave Yourself, the client may request to be informed when all the other clients are quies-
cent so that it can ga their state.To do 0, useSmcRequestSaveYourselfPhase2.

Status SmcRequest&¥ourselfPhaseXmc_connsave_yowelf _phase2_jc, client_datg
SmcConrmsmc_conn
SmcSaeYourselfPhase2Pragave_yowself phase2_jc;
SmPointerclient_datg

-10-
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smc_conn The session management connection object.

save_youwself_phase2_jpic
The callback to be ioked when the “Save Yourself Phase 2message awes from the
session manager

client_data This pointer to client data will be passed to BiacSaveYourselfPhase2Proc callback
when the “Save Yourself Phase 2message amwes.

The return wlue ofSmcRequestSaveYourselfPhase2 is zero for &ilure and a posite value for success.

This request is needed by clients that manage other clientsxéfopée, windev managers, wrkspace
managers, and so onJhe manager must malare that all of the clients that are being managed are in an
idle state so that their state can beeda

5.8. Completing a Save Yourself
After saving state in response to &ave Yourself' message, you should c&incSave YourselfDone.

void SmcSaeYourselfDone §mc_connsuccesy
SmcConrmsmc_conn
Bool success

smc_conn The session management connection object.
success If True, the “Save Yourself' operation vas completed successfully

Before callingSmcSaveYourselfDone, the client must hae st each required property at least once since
the client rgistered with the session manager

5.9. Using Smc Informational Functions

int SmcProtocol¥rsion mc_coni
SmcConrmsmc_conn

SmcProtocol Version returns the majorarsion of the session management protocol associated with this
session.
int SmcProtocolRésion (smc_conh

SmcConrsmc_conn
SmcProtocolRevision returns the minorersion of the session management protocol associated with this
session.
char *Smc\ndor émc_coni

SmcConrmsmc_conn

SmcVendor returns a string that pvwles some identiCEcation of thener of the session managérhe
string should be freed with a call feee.

-11-



X Session Management Library X11, Release 6.4

char *SmcReleagsmc_coni
SmcConrmsmc_conn

SmcRelease returns a string that pvimles the release number of the session manddper string should be
freed with a call tdree.

char *SmcClientlgsmc_con
SmcConrmsmc_conn

SmcClientID returns a null-terminated string for the client ID associated with this connedtas infor-
mation was also returned iSmcOpenConnection (it is provided here for corenience). Callfree on this
pointer when the client ID is no longer needed.

IceConn SmcGetlceConnecti@mc_coni
SmcConrmsmc_conn

SmcGetlceConnection returns the ICE connection object associated with this session management con-
nection object.The ICE connection object can be used to get some additional information about the con-
nection. Somef the more useful functions which can be used on the IceConfeelfennectionNum-

ber, IceConnectionString, IceLastSentSequenceNumber, IceLastReceivedSequenceNumber, and
IcePing. For further information, see thater-Client Extange Library standard.

5.10. Error Handling

If the client recaies an unexpected protocol error from the session manaapeeror handler is imoked by
SMlib. A default error handlenasts that simply prints the error messagattterr and «its if the seerity
of the error isdtal. Theclient can change this error handler by calling $secSetErrorHandler func-
tion.

SmcErrorHandler SmcSetErrorHandleandler)
SmcErrorHandlehandler,

handler The error handlerYou should pass NULL to restore thealdf handler

SmcSetErrorHandler returns the prgous error handler
The SmcErrorHandler has the follaving type:

typedef wid (*SmcErrorHandler)();

void ErrorHandle(smc_connswap offending_minor_opcodeffending_sequence_nuerror_class severity, value9
SmcConmsmc_conn
Bool swap
int offending_minor_opcode
unsigned longffending_sequence_nym
int error_class
int severity;
IcePointevalues

smc_conn The session management connection object.
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swap A+ ag that indicates if the speciEatligs need byte spping.

offending_minor_opcode
The minor opcode of the fehding message.

offending_sequence_num
The sequence number of théenfding message.

error_class The error class of the fehding message.
severity IceCanContinue, IceFatalToProtocol, or IceFatalToConnection.
‘ values Any additional error alues speciCEc to the minor opcode and class.

Note that this error handler isvisked for protocol related errorsTo install an error handler to bevisked
when an 1O error occurs, useeSetIOErrorHandler. For further information, see thinter-Client
Exchange Library standard.

6. Session Management Server (Sms) Functions
This section discusseswi®ession Management serg:
hitialize the library

Regster the client

%nd a “Save Yourself' message

%nd a Save Yourself Phase 2nessage
%nd an’Interact' message

%nd a Save Complete’ message

%nd a 'Die" message

Gancel a shutden

Return properties

Rng a client

Qean up after a client disconnects

Use Sms informational functions

Handle errors

~h Y~k ~h ~h ~h ~h ~h ~H ~h ~h ~n ~n —%

6.1. Initializing the Library

Smslnitialize is the Erst SMlib function that should be called by a session mafhtggerides informa-
tion about the session manager argisters a callback that will bevioked each time a n& client connects
to the session manager

'* Status Smsinitializerzendor release new_client_poc, manayer_data, host_based_auth_gc,
error_length error_string_let)
char *vendor,
char *elease
SmsNevClientProcnew_client_poc;
SmPointemanayer_data;
IceHostBasedAuthPrdwost_based_auth_gqc;
int error_length
char *error_string_et;

vendor A string specifying the session managensor
release A string specifying the session manager release number
new_client_poc Callback to be imoked each time a n& client connects to the session manager
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manaye_data When theSmsNewClientProc callback is inoked, this pointer to manager data will be
passed.

host_based_auth_gpc
Host based authentication callback.

error_length Length of the error_string_retgamrment passed in.

error_string_tet Returns a null-terminated error message, ¥ arhe error_string_ret points to user sup-
plied memory No more than error_length bytes are used.

After the Smslnitialize function is called, the session manager should call¢ekistenForConnections
function to listen for n& connections. Aftenards, each time a client connects, the session manager should
call IceAcceptConnection.

See section 9;Authentication of Clientsf or more details on authentication (including host based authen-
tication). Alsosee thelnter-Client Exdange Library standard for further details on listening for and
accepting ICE connections.

Each time a ne client connects to the session manater SmsNewClientProc callback is ivoked. The
session manager obtains av@paque connection object that it should use for all future interaction with the
client. Atthis time, the session manager must algster a set of callbacks to respond to théedsht
messages that the client might send.

typedef Status (*SmsNeClientProc)();

Status Ne/ClientProc 6ms_conpmanayer_data, mask_et, callbadks_ret, failure_reason_et)
SmsConrsms_conn
SmPointemanayer_data;
unsigned long mask_et;
SmsCallbacksc¢allbadks_et;
char **failure_reason_et;

sms_conn A new @paque connection object.

mangyer_data Manager data speciEed when the callbacskrgistered.

mask_et On return, indicates which callbacks were set by the session manager
callbaks_et  On return, contains the callbackgjistered by the session manager

failure_reason_et
Failure reason returned.

If a failure occurs, th&msNewClientProc should return a zero status as well as allocate and retaih a f
ure reason string iraflure_reason_ret. SMliwill be responsible for freeing this memory

The session manager musgister a set of callbacks to respond to cliar@nes. Themask_ret ayjument

speciCEes which callbacks are dt.of the callbacks speciEed in thersion of SMlib are mandatory
The mask_ret gument is necessary in order to maintain baokle compatibility in futureersions of the
library.

The following values may be ORed together to obtain a makkev

SmsRegisterClientProcMask
SmsInteractRequestProcMask
SmsInteractDoneProcMask

SmsSave YourselfRequestProcMask
SmsSave YourselfP2RequestProcMask
SmsSave YourselfDoneProcMask
SmsCloseConnectionProcMask
SmsSetPropertiesProcMask
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SmsDeletePropertiesProcMask
SmsGetPropertiesProcMask

For each callback, the session manager cgister a pointer to manager data speciCEc to that callbhk.
pointer will be passed to the callback when it i©ked by SMlib.

typedef struct {
struct {
SmsReisterClientProc callback;
SmPointer manager_data;
} regster_client;

struct {
SmsinteractRequestProc callback;
SmPointer manager_data;
}interact_request;

struct {
SmslinteractDoneProc callback;
SmPointer manager_data;
}interact_done;

struct {
SmsSaeYourselfRequestProc callback;
SmPointer manager_data;

} save yourself_request;

struct {
SmsSaeYourselfPhase2RequestProc callback;
SmPointer manager_data;

} save yourself_phase2_request;

struct {
SmsSaeYourselfDoneProc callback;
SmPointer manager_data;

} save yourself_done;

struct {
SmsCloseConnectionProc callback;
SmPointer manager_data;

} close_connection;

struct {
SmsSetPropertiesProc callback;
SmPointer manager_data;

} set_properties;

struct {
SmsDeletePropertiesProc callback;
SmPointer manager_data;

} delete_properties;

struct {
SmsGetPropertiesProc callback;

-15-



X Session Management Library X11, Release 6.4

SmPointer manager_data;
} get_properties;

} SmsCallbacks;

6.1.1. The Register Client Callback

The Rajister Client callback is the Erst callback that will lsekied &fter the client connects to the session
manager Its type isSmsRegisterClientProc.

typedef Status (*SmsResterClientProc();

Status RgisterClientProcgms_conpmanayer_data, previous_id)
SmsConrsms_conn
SmPointemanayer_data;
char *previous_id;
sms_conn The session management connection object.
mangyer_data Manager data speciEed when the callbaskrgistered.

prevous_id The client ID from the prgous session.

Before an further interaction tads place with the client, the client must bgistered with the session
manager

If the client is being restarted from a yis session, pwous_id will contain a null-terminated string rep-
resenting the client ID from the ptieus sessionCall free on the preious_id pointer when it is no longer
needed. Ithe client is Erst joining the sessionyimes_id will be NULL.

If previous_id is iwalid, the session manager should najiseer the client at this timeThis callback
should return a status of zero, which will cause an error message to be sent to th&ledietient should
re-register with preious_id set to NULL.

Otherwise, the session manager shoulister the client with a unique client ID by calling tBmsRegis-
terClientReply function (to be discussed shortly), and S8msRegisterClientProc callback should return
a datus of one.

6.1.2. The Interact Request Callback
The Interact Request callback is of typasInteractRequestProc.

typedef wid (*SmsinteractRequestProc)();

void InteractRequestPrésms_conpmanayer_data, dialog_type
SmsConrsms_conn
SmPointemanayer_data;
int dialog_type

sms_conn The session management connection object.

mangyer_data Manager data speciEed when the callbaskrgistered.
dialog_type The type of dialog the client wishes to present to the user

When a client recees a “Save Yourself' message with an interact_style $inInteractStyleErrors or
SminteractStyleAny, the client may choose to interact with the udggcause only one client can interact
with the user at a time, the client must request to interact with the Thseisession manager shoukkk a
queue of all clients wishing to interadt should send anlhteract' message to one client at a time and
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wait for an “Interact Doné'message before continuing with thexnelient.

The dialog_type gument speciCEes eitfsmDialogError, indicating that the client ants to start an error
dialog, orSmDialogNormal, meaning that the client wishes to start a nonerror dialog.

If a shutdevn is in progress, the user maybahe option of cancelling the shutdo. If the shutdan is
cancelled (speciCEed in thiateract Doné'message), the session manager should sei8hatdevn Can-
celled' message to each client that requested to interact.

6.1.3. The Interact Done Callback
When the client is done interacting with the yfez SmsInteractDoneProc callback will be ivoked.

typedef wid (*SmsinteractDoneProc)();

void InteractDonePrasms_conpmanayer_data, cancel_shutdown
SmsConrsms_conn
SmPointemanayer_data;
Bool cancel_shutdown

sms_conn The session management connection object.

mangyer_data Manager data speciEed when the callbaskrgistered.

cancel_shutdown
Species if the user requests that the entire shub#ocancelled.

Note that the shutden can be cancelled only if the corresponditsp/e Yourself' speciCEedrue for
shutdevn andSmiInteractStyleErrors or SmInteractStyleAny for the interact_style.

6.1.4. The Save Yourself Request Callback
The Sa&e Yourself Request callback is of tySesSave YourselfRequestProc.

typedef wid (*SmsSaeYourselfRequestProc)();

void SaveYourselfRequestPros(ns_conpmanayer_data, save_typeshutdown interact_style fast, global)
SmsConrsms_conn
SmPointemanayer_data;
int save_type
Bool shutdown
int interact_style

Bool fast;

Bool global;
sms_conn The session management connection object.
mangyer_data Manager data speciEed when the callbaskrgistered.
save_type Species the type of information that should velsa
shutdown SpeciEes if a shutdo is taking place.
interact_style  The type of interaction aleed with the user
fast If True, the client should se its state as quickly as possible.
global Controls who gets théSave Yourself:

The Sae Yourself Request prompts the session manager to initiate a checkpoint omwshudoinforma-
tion on the see_type, shutdan, interact_style, andit aguments, see section 6.3%ending a S& Your
self Message.
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If global is set toTrue, then the resulting Save Yourself' should be sent to all application#. global is
set toFalse, then the “Save Yourself' should only be sent to the client that requested it.

6.1.5. The Save Yourself Phase 2 Request Callback
The Sa&e Yourself Phase 2 Request callback is of tpssSave YourselfPhase2RequestProc.

typedef wid (*SmsSaeYourselfPhase2RequestProc)();

void SmsSeeYourselfPhase2RequestPrsa(s_connmanayer_data)
SmsConrsms_conn
SmPointemanayer_data;
sms_conn The session management connection object.
mangyer_data Manager data speciEed when the callbaskrgistered.

This request is sent by clients that manage other clientsx@onpe, windav managers, wrkspace man-
agers, and so on)Such managers must neakure that all of the clients that are being managed are in an
idle state so that their state can beeda

6.1.6. The Save Yourself Done Callback

When the client is done &ag its state in response to &ave Yourself' message, th&8msSaveYourself-
DoneProc will be invoked.

typedef wid (*SmsSaeYourselfDoneProc)();

void SaveYourselfDoneProcgms_conpmanayer_data, succesy
SmsConrsms_conn
SmPointemanayer_data;
Bool success
sms_conn The session management connection object.
mangyer_data Manager data speciEed when the callbaskrgistered.

success If True, the Sae Yourself operation as completed successfully

Before the “Save Yourself Doné'was sent, the client mustJye et each required property at least once
since it rgistered with the session manager

6.1.7. The Connection Closed Callback

If the client properly terminates (that is, it caBscCloseConnection), the SmsCloseConnectionProc
callback is inoked.

typedef wid (*SmsCloseConnectionProc)();

void CloseConnectionPrgems_conpmanayer_data, count reason_msgs
SmsConrsms_conn
SmPointemanayer_data;
int count
char **reason_msgs

sms_conn The session management connection object.
mangyer_data Manager data speciEed when the callbaskrgistered.
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count The number of reason messages.
reason_msgs The reasons for closing the connection.

The reason_msgsagument will most likely be NULL and the count gument zero (0) if resignation is
expected by the useiOtherwise, it contains a list of null-terminated Compouest Erings representing
the reason for terminatiorthe session manager should display these reason messages ta the user

Call SmFreeReasons to free the reason messagé&sr further information, see section &reeing Data.

6.1.8. The Set Properties Callback
When the client sets session management propertieSpitetPropertiesProc callback will be iwoked.

typedef wid (*SmsSetPropertiesProc)();

void SetPropertiesPrgems_conpmanayer_data, num_pops, props)
SmsConrsms_conn
SmPointemanayer_data;
int num_pops,
SmProp *props,

smc_conn The session management connection object.
mangyer_data Manager data speciEed when the callbacskrgistered.
num_pops The number of properties.

props The list of properties to set.

The properties are speciCEed as an array of property poiRtera. description of session management
properties and thBmProp structure, see section 7Séssion Management Properties.

Previously set property alues may bewer-written. Someproperties hee predeEned semantickhe ses-
sion manager is required to store nonpredeEned properties.

To free each propertyse SmFreeProperty. For further information, see section &reeing Daté. Y ou
should free the actual array of pointers with a cafrte.

6.1.9. The Delete Properties Callback

When the client deletes session management propertieSni$BeletePropertiesProc callback will be
invoked.

typedef wid (*SmsDeletePropertiesProc)();

void DeletePropertiesPrésms_conpmanayer_data, num_pops, prop_name}p
SmsConrsms_conn
SmPointemanayer_data;
int num_pops,
char **prop_names
smc_conn The session management connection object.
mangyer_data Manager data speciEed when the callbacskrgistered.
num_pops The number of properties.

prop_names  The list of properties to delete.

The properties are speciCEed as an array of stfiogs description of session management properties and
the SmProp structure, see section 7Séssion Management Properties.
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6.1.10. The Get Properties Callback
The SmsGetPropertiesProc callback is iwoked when the client ants to retriee poperties it set.

typedef wid (*SmsGetPropertiesProc)();

void GetPropertiesPrgesms_connmanayer_data)

SmsConrsms_conn

SmPointemanayer_data;
smc_conn The session management connection object.
mangyer_data Manager data speciEed when the callbaskrgistered.

The session manager should respond by caliimgReturnProperties. All of the properties set for this
client should be returned.

6.2. Registering the Client
To regster a client (in response tdSasRegisterClientProc callback), use&SmsRegisterClientReply .

Status SmsRgsterClientReply$¢ms_connclient_id)
SmsConrsms_conn

char *client_id;
sms_conn The session management connection object.
client_id A null-terminated string representing a unique client ID.

The return wlue of SmsRegisterClientReply is zero for &ilure and a posite value for successFalure
will occur if SMlib can not allocate memory to hold a gapbthe client ID for its own internal needs.

If a non-NULL previous_id was speciCEed when the cliemfistered itself, client_id should be identical to
previous_id.

Otherwise, client_id should be a unique ID freshly generated by the session managdition, the ses-
sion manager should send 8are Yourself' message with type = Local, shutdo = False, interact-style =
None, anddst = False immediately after géstering the client.

Note that once a client ID has been assigned to the client, the eepg this ID inde@Enitel¥f the client

is terminated and restarted, it will be reassigned the samé IB desirable to be able to pass client IDs
around from machine to machine, from user to,usef from session manager to session managele
retaining the identity of the clienfThis, combined with the indeEnite persistence of client IDs, means that
client IDs need to be globally unique.

You should call theSmsGenerateClientID function to generate a globally unique client ID.

char *SmsGenerateClient(®Bms_coni
SmsConrsms_conn

sms_conn The session management connection object.

NULL will be returned if the ID could not be generatgdtherwise, the returnalue of the function is the
client ID. It should be freed with a call #ree when no longer needed.

6.3. Sending a Save Yourself Message
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To £nd a “Sare Yourself' to a dient, useSmsSaveYourself.

'* void SmsSaeYourself(sms_conpsave_typeshutdown interact_style fast)
SmsConrsms_conn
int save_type
Bool shutdown
int interact_style

Bool fast;
sms_conn The session management connection object.
save_type Species the type of information that should velsa
shutdown SpeciEes if a shutdo is taking place.

interact_style  The type of interaction aleed with the user
‘ fast If True, the client should se its state as quickly as possible.

The session manager sendsSa/e Yourself' message to a client either to checkpoint it or just before ter
mination so that it can ga its state.The client responds with zero or morget Propertiesmessages to
update the properties indicatingvhto restart the clientWhen all the properties @ keen set, the client
sends a Save Yourself Doné'message.

If interact_style isSSmInteractStyleNone, the client must not interact with the user whileisg state. If
interact_style iSSmInteractStyleErrors, the client may interact with the user only if an error condition
arises. lfinteract_style iSmInteractStyleAny, then the client may interact with the user foy parpose.
The client must send arinteract Requestiessage and ait for an “Interact’' message from the session
manager before it can interact with the uséthen the client is done interacting with the useshould
send an’Interact Doné'message. Thélnteract Requestmessage can be sentyaime after a Save
Yourself* and before a’Save Yourself Doné.

If save_type isSmSaveLocal, the client must update the properties to resect its current skpeciCEcally
it should sae enough information to restore the state as seen by the user of this tliembuld not &&ct
the state as seen by other usdfsave type isSmSaveGlobal the user wants the client to commit all of
its data to permanent, globally accessible stordigsave type isSmSaveBoth, the client should do both
of these (it should CErst commit the data to permanent storage before updating its properties).

The shutden agument speciCEes whether the session is being shint dthe interaction is diferent

depending on whether or not shukgois set. If not shutting dan, then the client can wa and resume
normal operationlf shutting davn, the client must s@ and then must prent interaction until it recees

either a"Die" or a “Shutdavn Cancelled,b ecause arthing the user does after thessaill be lost.

The fast agument speciCEes that the client should #s state as quickly as possibleor example, if the
session manager kws that paver is about todil, it should setdst toTrue.

6.4. Sending a Save Yourself Phase 2 Message
In order to send aSave Yourself Phase 2nessage to a client, uSmsSaveYourselfPhase2.

'* void SmsSeeYourselfPhaseZms_conh
SmsConrsms_conn
‘ sms_conn The session management connection object.
The session manager sends this message to a client that Viasgyesent a Save Yourself Phase 2

Request'message. Thimessage informs the client that all other clients are ined @&ate and this client
can sae gate that is associated with other clients.
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6.5. Sending an Interact Message
To £nd anInteract' message to a client, uSesInteract.

void Smsinteradqtsms_coni
SmsConrsms_conn
sms_conn The session management connection object.

The “Interact' message grants the client thevpege of interacting with the useWWhen the client is done
interacting with the useit must send anInteract Doné'message to the session manager

6.6. Sending a Save Complete Message
To £nd a Sare Gomplete’ message to a client, uSemsSaveComplete.

void SmsSaeComplete §ms_conh
SmsConrsms_conn
sms_conn The session management connection object.

The session manager sends this message when it is done with a checkpeimient is then free to
change its state.

6.7. Sending a Die Message
To £nd a 'Die" message to a client, uSensDie.

void SmsDig€sms_coni
SmsConrsms_conn
sms_conn The session management connection object.

Before the session manager terminates, it shoaltfar a “Connection Closetinessage from each client
that it sent a’'Die" message to, timing out appropriately

6.8. Cancelling a Shutdown
To cancel a shutden, useSmsShutdownCancelled .

void SmsShutdanCancelled¢ms_conh
SmsConrsms_conn
sms_conn The session management connection object.
The client can ne continue as if the shutéo had neer happened. Ithe client has not sent Save
Yourself Don€'message yet, it can either abort theesand send a Save Yourself Doné'with the success

agument set tdFalse, or it can continue with the sa axd send a Save Yourself Don€'with the success
argument set to resect the outcome of theesa

6.9. Returning Properties
In response to aGet PropertieSmessage, the session manager shouldSaadReturnProperties.
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void SmsReturnPropertiésms_connnum_pops, props)
SmsConrsms_conn
int num_pops,
SmProp *props,

sms_conn The session management connection object.
num_pops The number of properties.
props The list of properties to return to the client.

The properties are returned as an array of property poirfters description of session management prop-
erties and th&mProp structure, see section 7Session Management Properties.

6.10. Pinging a Client

To check that a client is still ale, you should use thicePing function pravided by the ICE library To do
so, the ICE connection must be obtained usingStheGetIceConnection (see section 6.12,Using Sms
Informational Function§.

void IcePingdice_connping_teply_poc, client_datg
IceConnice_conn
IcePingReplyProping_reply_poc;
IcePointerclient_datg

ice_conn A valid ICE connection object.

ping_reply_poc The callback to imoke when the Ping reply augs.

client_data This pointer will be passed to theePingReplyProc callback.

When the Ping reply is ready (ifer), the IcePingReplyProc callback will be imoked. A session man-
ager should hae ssme sort of timeout period, after which it assumes the client hapertedly died.

typedef wid (*IcePingReplyProc)();

void PingReplyProgice_connclient_datg
IceConnice_conn
IcePointerclient_datg

ice_conn The ICE connection object.
client_data The client data speciEed in the callckPing.

6.11. Cleaning Up After a Client Disconnects

When the session manager rgegia “Connection Closedmessage or otherwise detects that the client
aborted the connection, it should call $xasCleanUp function in order to free up the connection object.

void SmsCleanUfsms_conh
SmsConrsms_conn

sms_conn The session management connection object.
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6.12. Using Sms Informational Functions

int SmsProtocol¥rsion 6ms_coni
SmsConrsms_conn

SmsProtocol Version returns the majorersion of the session management protocol associated with this
session.

int SmsProtocolRésion (Sms_conih
SmsConrsms_conn

SmsProtocolRevision returns the minor ersion of the session management protocol associated with this
session.

char *SmsClientI@sms_conh
SmsConrsms_conn

SmsClientID returns a null-terminated string for the client ID associated with this connedtanshould
call free on this pointer when the client ID is no longer needed.

To dbtain the host name of a client, UsasClientHostName. This host name will be needed to restart the
client.

char *SmsClientHostNangsms_conh
SmsConrsms_conn

The string returned is of the forprotocol/hostname whereprotocol is one of {tcp, decnet, local}You
should callfree on the string returned when it is no longer needed.

IceConn SmsGetlceConnecti@ms_conh
SmsConrsms_conn

SmsGetIceConnection returns the ICE connection object associated with this session management con-
nection object.The ICE connection object can be used to get some additional information about the con-
nection. Somef the more useful functions which can be used on the IceConfeelfennectionNum-

ber, and IceLastSequenceNumber. For further information, see tHater-Client Exdange Library stan-

dard.

6.13. Error Handling

If the session manager reves an unexpected protocol error from a client, an error handlerviskied by
SMlib. A default error handlenasts which simply prints the error message (it does xitit €The session
manager can change this error handler by callingSetErrorHandler.
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SmsErrorHandler SmsSetErrorHandleandler)
SmsErrorHandlehandler,

handler The error handlerYou should pass NULL to restore thealdf handler
SmsSetErrorHandler returns the prgous error handlerThe SmsErrorHandler has the follaving type:

typedef wid (*SmsErrorHandler)();

void ErrorHandle(sms_conpswap offending_minor_opcodeffending_sequence_nymrror_class severity, valueg
SmsConrsms_conn
Bool swap
int offending_minor_opcode
unsigned longffending_sequence_nym
int error_class
int severity;
IcePointevalues

sms_conn The session management connection object.
swap A + ag which indicates if the speciCEatlies need byte sipping.

offending_minor_opcode
The minor opcode of the fehding message.

offending_sequence_num
The sequence number of théenfding message.

error_class The error class of the fehding message.
severity IceCanContinue, IceFatalToProtocol, or IceFatalToConnection.
values Any additional error alues speciCEc to the minor opcode and class.

Note that this error handler isvisked for protocol related errorsTo install an error handler to bevisked
when an 1O error occurs, useeSetIOErrorHandler. For further information, see thinter-Client
Exchange Library standard.

7. Session Management Properties
Each property is deEned by §mProc structure:

typedef struct {
char *name; /* name of property */
char *type; [* type of property */
int num_\als; /* number of alues */
SmProp\alue *\als; /*the list of \alues */

} SmProp;

typedef struct {
int length; /* the length of the alue */
SmPointer alue; [*the alue */

} SmProp\alue;

The X Session Management Protocol deEnes a list of predeEned properdiest gdich are required to
be set by the clientThe following table speciCEes the predeEned properties and indicates which ones are
required. Eaclproperty has a type associated with it.

A type of SMCARDS indicates that there is a single 1-bgtaey Atype of SmMARRAS indicates that
there is a single array of byteA.type of SmLISBfARRAY8 indicates that there is a list of array of bytes.
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Name Type POSIX Type Required
SmCloneCommand OS-speciEc SMLISTofARRAYS8 Yes
SmCurrentDirectory OS-speciEc SMARRAY8 No
SmDiscardCommand OS-speci®&c SMLISTofARRAY8 No*
SmEvironment OS-speciEc  SmLISTofARRAYS8 No
SmProcessID OS-speciEc SMARRAY8 No
SmProgram OS-speciEc SMARRAY8 Yes
SmRestartCommand OS-speciEc SMLISTofARRAY8 Yes
SmResignCommand OS-speci®&c SmLISTofARRAYS8 No
SmRestartStyleHint SmCARD8 SmCARDS8 No
SmShutdwynCommand  OS-speci®Ec SmLISTofARRAY8 No
SmUserID SmMARRX8 SmARRAY8 Yes

* Required if ai state is stored in arxgernal repository (forseample, state Ele).

f

SnCloneCommand

This is like the SmRestartCommandsaept it restarts a cgpf the application.The only diference
is that the application does not supply its client ID gister time. On POSIX systems, this should
be of type SmLISGTARRAYS8.

SnCurrentDirectory

On POSIX-based systems, this speciEesathe of the current directory that needs to be set up prior
to starting the SmProgram and should of type SmARRA

SnDiscardCommand

The discard command contains a command that whevedslito the host that the client is running
on (determined from the connection), will cause it to discaydreormation about the current state.

If this command is not speciCEed, the Session Manager will assume that all of trse ddients
encoded in the SmRestartCommah POSIX systems, the type should be SmbIBRRAY8.

SnErvironment

On POSIX based systems, this will be of type SmbFBRRAYS8, where the ARRXS8s alternate
between evironment \ariable name and eimonment \ariable alue.

SnProcessID

This speciCEes an OS-speciCEc identiCEer for the p@nd3QSIX systems, this should contain the
return \alue ofgetpid turned into a Latin-1 (decimal) string.

SnProgram

This is the name of the program that is runni@n POSIX systems, this should be (Erst parameter
passed t@xecve and should be of type SmARRS.

SnRestartCommand

The restart command contains a command that, whevedslito the host that the client is running
on (determined from the connection), will cause the client to restart in its currentGrafOSIX-
based systems, this is of type SmLBARRAYS8, and each of the elements in the array represents an

element in theargv array This restart command should ensure that the client restarts with the speci-
Eed client-ID.

SnResignCommand

A client that sets the SmRestartStyleHint to SmRestargdnuses this property to specify a com-
mand that undoes thefe€t of the client and remes any saved date. Asan eample, consider a
user that runsxmodmap, which ragisters with the Session Manageets SmRestartStyleHint to
SmRestartAypway, and then terminatesTo dlow the Session Manager (at the usagquest) to
undo this,xmodmap would register a SmResignCommand that undoes tfeetsfof thexmodmap.
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f SnRestartStyleHint

If the RestartStyleHint property is present, it will contain the style of restarting the client piéfers.
this style is not speciEed, SmRestartlifRunning is assurhedpossible alues are as foles:

Name Value
SmRestartlfRunning 0
SmRestartAypway 1
SmRestartimmediately 2
SmRestartNeer 3

The SmRestartlfRunning style is used in the usual cé@ke. client should be restarted in thexine
session if it vas running at the end of the current session.

The SmRestartArway style is used to tell the Session Manager that the application should be
restarted in the ¢ session wen if it exits before the current session is terminatédshould be
noted that this is only a hint and the Session Manager willdhe policies speciCEed by its users in
determining what applications to restart.

A client that uses SmRestartamay should also set the SmResignCommand and Sm S¥n@ebon-
mand properties to commands that undo the state of the client afi¢s.it e

The SmRestartimmediately style isdimRestartAgway, but, in addition, the client is meant to run
continuously If the client &its, the Session Manager should try to restart it in the current session.

SmRestartNeer style speciCEes that the client does not wish to be restarted ixtisesszon.
f SnShutdevnCommand

This command is»ecuted at shutden time to clean up after a client that is no longer runnurtg b
retained its state by setting SmRestartStyleHint to SmRestavedn The client must not renve
ary savel gate as the client is still part of the sessiés. an aample, consider a client that turns on
a amera at start up timerhis client then xts. At session shutden, the user ants the camera
turned of. This client would set the SmRestartStyleHint to SmRestaytay and vould register a
SmShutdynCommand that wuld turn of the camera.

f SnUserID

SpeciCes the user I@n POSIX-based systems, this will contain the gsame (the pw_name
member of strucpasswd).

8. Freeing Data
To free an indiidual propertyuse SmFreeProperty .

'* void SmFreeProper{prop)
SmProp prop;
‘ prop The property to free.

To free the reason strings from timsCloseConnectionProc callback, uséSmFreeReasons.

'* void SmFreeReasofsount reasong
int count,
char **reasons

count The number of reason strings.
reasons The list of reason strings to free.
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9. Authentication of Clients

As stated earliethe session management protocol is layered on top of Ktihentication occurs at
levels in the ICE protocol:

f The Erst is when an ICE connection is opened.
f The second is when a Protocol Setup occurs on an ICE connection.

The authentication methods that ak@ilable are implementation-dependent (that is., dependent on the
ICElib and SMlib implementations in usefror further information, see tHater-Client Exdange Library
standard.

10. Working in a Multi-Threaded Environment

To declare that multiple threads in an application will be using SMlib (potrer library layered on top of
ICEIlib), you should calllceInitThreads. For further information, see tHater-Client Exdange Library
standard.
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